


[bookmark: a371983]Privacy Notice
What is the purpose of this document?
	[bookmark: a719409]The Southampton University Rifle Club is committed to protecting the privacy and security of your personal information.
This privacy notice describes how we collect and use personal information about you during and after your working relationship with us, in accordance with the UK GDPR and Data Protection Act 2018.
This document should be read in conjunction with our DPIA. 
It applies to all members of the organisation, as well as alumni and anyone who makes a membership application, or attends a guest day.



The Southampton University Rifle Club is a "data controller". This means that we are responsible for deciding how we hold and use personal information about you. We are required under data protection legislation to notify you of the information contained in this privacy notice.
The person responsible for data protection within our organisation is the President, who can be contacted at rifle@soton.ac.uk.
This notice applies to current and former members, as well as those who have made membership applications. This notice does not form part of any contract to provide services. We may update this notice at any time.  When changes are made to this document we will inform you electronically of the update.
It is important that you read this notice, together with any other privacy notice we may provide on specific occasions when we are collecting or processing personal information about you, so that you are aware of how and why we are using such information.
As a rifle club, we have a number of statutory duties that may differ to other university societies. In this document, we will indicate the lawful basis we use for each processing activity, as well as specific legislation where relevant. As we process data that is classified as “High Risk” by the ICO, we have also completed a detailed Data Protection Impact Assessment. This can be found on our page on the SUSU website.
[bookmark: a371450]Data protection principles
	We will comply with data protection law. This says that the personal information we hold about you must be:
1. Used lawfully, fairly and in a transparent way.
2. Collected only for valid purposes that we have clearly explained to you and not used in any way that is incompatible with those purposes.
3. Relevant to the purposes we have told you about and limited only to those purposes.
4. Accurate and kept up to date.
5. Kept only as long as necessary for the purposes we have told you about.
6. Kept securely.


[bookmark: a486023]


The kind of information we hold about you
	Personal data, or personal information, means any information about an individual from which that person can be identified. It does not include data where the identity has been removed (anonymous data).
There are "special categories" of more sensitive personal data which require a higher level of protection.


We may collect, store, and use the following categories of personal information about you:
· Personal contact details such as name, title, addresses, telephone numbers and personal email addresses. (LO)
· Student ID number. (CT)
· Date and place of birth. (LO)
· Gender. (LO)
· Next of kin and emergency contact information. (VI)
· Copy of driving licence or identity documents. (LO/CT)
· Information about your use of our information and communications systems. (CT)
· Photographs. (CO)
· Information from relevant external bodies, for example qualifications, memberships and competitions. (CO)
· Firearms Certificate (FAC) information. (LO)
We may also collect, store and use the following "special categories" of more sensitive personal information:
· Information about your health, including relevant medical conditions, health and sickness records. (CO/VI)
· Information about criminal convictions and offences. (LO)
[bookmark: a263888]How is your personal information collected?
We typically collect personal information about members through the membership joining process directly from members. We may sometimes collect additional information from third parties including the University of Southampton, the University of Southampton Students’ Union, the NRA, and Hampshire Police.
We may collect additional personal information in the course of member-related activities throughout the period of your membership with us. 
[bookmark: a599198]How we will use information about you
	We will only use your personal information when the law allows us to. Most commonly, we will use your personal information in the following circumstances:
1. Where we need to perform the contract we have entered into with you.
2. Where we need to comply with a legal obligation.
3. Where it is necessary for our legitimate interests (or those of a third party) and your interests and fundamental rights do not override those interests. 
4. Where you are a significant member of the organisation that we need to introduce to a customer or other third party.
We may also use your personal information in the following situations, which are likely to be rare:
1. Where we need to protect your interests (or someone else's interests).
2. Where it is needed in the public interest or for official purposes. 





Situations in which we will use your personal information
We need all the categories of information in the list above (see “The kind of information we hold about you”) primarily to allow us to perform our contract with you and to enable us to comply with legal obligations. In some cases we may use your personal information to pursue legitimate interests of our own or those of third parties, provided your interests and fundamental rights do not override those interests. The situations in which we will process your personal information are listed below. 
· Administering the contract we have entered into with you.
· Maintaining your personal details (e.g. your name, photograph, membership number and preferred contact details), including ensuring effective communications with you. 
· Keeping financial records. 
· Assessing qualifications for a particular task. 
· Maintaining a formal record of your activities with us. 
· Training and development requirements. 
· Dealing with other third parties to whom your identity and background information is important. 
· Dealing with legal disputes involving you, or other members, including accidents.
· Complying with health and safety obligations. 
· To prevent fraud.
· To ensure network and information security, including preventing unauthorised access to our computer and electronic communications systems and preventing malicious software distribution.
· Equal opportunities monitoring.
· Managing society alumni relations and fundraising.
· Managing complaints made to us.
· Confirming your eligibility to join the rifle club with the police.
· Some of the above grounds for processing will overlap and there may be several grounds which justify our use of your personal information. 
If you fail to provide personal information
If you fail to provide certain information when requested, we may not be able to perform the contract we have entered into with you (such as providing access to our activities), or we may be prevented from complying with our legal obligations (such as to ensure the health and safety of our members).
Change of purpose
We will only use your personal information for the purposes for which we collected it, unless we reasonably consider that we need to use it for another reason and that reason is compatible with the original purpose. If we need to use your personal information for an unrelated purpose, we will notify you and we will explain the legal basis which allows us to do so. 
Please note that we may process your personal information without your knowledge or consent, in compliance with the above rules, where this is required or permitted by law.
[bookmark: a431055]How we use particularly sensitive personal information 
	"Special categories" of particularly sensitive personal information require higher levels of protection. We need to have further justification for collecting, storing and using this type of personal information. We may process special categories of personal information in the following circumstances:
1. In limited circumstances, with your explicit written consent.
2. Where we need to carry out our legal obligations and in line with our privacy standard.
3. Where it is needed in the public interest, such as for equal opportunities monitoring or in relation to our occupational pension scheme, and in line with our privacy standard.
4. Where it is needed to assess your working capacity on health grounds, subject to appropriate confidentiality safeguards.
Less commonly, we may process this type of information where it is needed in relation to legal claims or where it is needed to protect your interests (or someone else's interests) and you are not capable of giving your consent, or where you have already made the information public. We may also process such information about members or former members in the course of legitimate business activities with the appropriate safeguards.



Do we need your consent?
We do not need your consent if we use special categories of your personal information in accordance with our written policy to carry out our legal obligations or exercise specific rights in the field of law. In limited circumstances, we may approach you for your written consent to allow us to process certain particularly sensitive data. If we do so, we will provide you with full details of the information that we would like and the reason we need it, so that you can carefully consider whether you wish to consent. 
The special categories of data that we may process are:
· Criminal convictions (LO)
· Health data (CO/VI)
[bookmark: a871922][bookmark: a784736]Information about criminal convictions
	We may only use information relating to criminal convictions where the law allows us to do so. This will usually be where such processing is necessary to carry out our obligations and provided we do so in line with our privacy standard.
Less commonly, we may use information relating to criminal convictions where it is necessary in relation to legal claims, where it is necessary to protect your interests (or someone else's interests) and you are not capable of giving your consent, or where you have already made the information public. 
We may also process such information about members or former members in the course of legitimate membership activities with the appropriate safeguards.



We envisage that we will hold information about criminal convictions. 
We will only collect information about criminal convictions if it is appropriate given the nature of the role and where we are legally able to do so. Where appropriate, we will collect information about criminal convictions where we need that information because of your role or our activities.  We may be notified of such information directly by you in the course of you membership with us. 
We are allowed to use your personal information in this way to carry out our obligations.
[bookmark: a831080]Data sharing
	We may have to share your data with third parties, including customers, third-party service providers and other entities in the group.
We require third parties to respect the security of your data and to treat it in accordance with the law.
We may transfer your personal information outside the UK for any of the purposes described in this notice.
If we do, you can expect a similar degree of protection in respect of your personal information.



Why might you share my personal information with third parties?
We may share your personal information with third parties where required by law, where it is necessary to administer the relationship with you or where we have another legitimate interest in doing so. We may be subject to a legal requirement (with or without your consent) to share your personal information with the University of Southampton, University of Southampton Students’ Union or a government agency (such as the police or security services or other statutory authorities with investigatory powers) under special circumstances (e.g. relating to tax, crime or health and safety).  Where feasible and appropriate, we will notify you of our intention to share such information in advance.  

Which third-party service providers process my personal information?
"Third parties" includes third-party service providers (including contractors and designated agents) and other entities within our group. 
We will share personal information with the University of Southampton Students’ Union as part of being an affiliated club or society, in order to process your membership, and to run the club or society.
We share some of your personal information with the University of Southampton, only where there is a specific need to, including for disciplinary action, SUSU awards, and confirming alumni eligibility.
We will share some of your personal information with Hampshire Police to fulfil our obligations under the Firearms acts. We may also share your personal information with the NRA or other rifle clubs, for the purposes of providing references, registering for qualifications and entering competitions.
We may share your personal information with certain organisations overseas in specific circumstances, such as providing a reference or entering overseas competitions.  In such cases, we will ask for your explicit consent prior to transmitting this information.
When do you share my details with the police?
We are required to share information with the police in the following situations:
· You have applied for, or renewed membership
· You are a member, and have not shot at the club for 12 months
· You have left the club
· You have become a full member of the club
· We have a concern about you
This list is not exhaustive.
How secure is my information with third-party service providers 
All our third-party service providers and other entities in the group are required to take appropriate security measures to protect your personal information under the general law or in line with our policies. We do not allow our third-party service providers to use your personal data for their own purposes. We only permit them to process your personal data for specified purposes and in accordance with our instructions.
[bookmark: a395052]
Data retention
How long will you use my information for?
We will only retain your personal information for as long as necessary to fulfil the purposes we collected it for, usually for up to six years after your membership ceases. This may include for the purposes of satisfying any legal, accounting, or reporting requirements. To determine the appropriate retention period for personal data, we consider the amount, nature, and sensitivity of the personal data, the potential risk of harm from unauthorised use or disclosure of your personal data, the purposes for which we process your personal data and whether we can achieve those purposes through other means, and the applicable legal requirements. 
In some circumstances we may anonymise your personal information so that it can no longer be associated with you, in which case we may use such information without further notice to you. Once you are no longer a member of the organisation we will retain and securely destroy your personal information in accordance with applicable laws and regulations.


[bookmark: a754284]Rights of access, correction, erasure, and restriction 
Your duty to inform us of changes
It is important that the personal information we hold about you is accurate and current. You must keep us informed if your personal information changes during your relationship with us. You must inform us of changes that may affect your eligibility to be a member of a rifle club. This includes:
· Police/Enforcement body investigations
· Court cases
· Severe mental health issues
· Appling for an FAC, having an FAC application rejected, or having an FAC withdrawn
· Disciplinary action or incidents at another rifle club
You must also ensure that the personal details you provide us are up to date. We will request new personal details from you annually. By law, you must ensure that your addresses, name, phone number, place and date of birth and FAC information is accurate.
Your rights in connection with personal information
Under certain circumstances, by law you have the right to:
Request access to your personal information (commonly known as a "data subject access request"). This enables you to receive a copy of the personal information we hold about you and to check that we are lawfully processing it.
Request correction of the personal information that we hold about you. This enables you to have any incomplete or inaccurate information we hold about you corrected.
Request erasure of your personal information. This enables you to ask us to delete or remove personal information where there is no good reason for us continuing to process it. You also have the right to ask us to delete or remove your personal information where you have exercised your right to object to processing (see below).
This right does not apply to information covered by LO.
Object to processing of your personal information where we are relying on a legitimate interest (or those of a third party) and there is something about your particular situation which makes you want to object to processing on this ground. You also have the right to object where we are processing your personal information for direct marketing purposes.
This right does not always apply to information covered by CO, CT, LO, or VI.
Request the restriction of processing of your personal information. This enables you to ask us to suspend the processing of personal information about you, for example if you want us to establish its accuracy or the reason for processing it. 
If you want to review, verify, correct or request erasure of your personal information, or object to the processing of your personal data, or request that we transfer a copy of your personal information to another party, please contact us using the above contact details.
No fee usually required
You will not have to pay a fee to access your personal information (or to exercise any of the other rights). However, we may charge a reasonable fee if your request for access is clearly unfounded or excessive. Alternatively, we may refuse to comply with the request in such circumstances.
What we may need from you
We may need to request specific information from you to help us confirm your identity and ensure your right to access the information (or to exercise any of your other rights). This is another appropriate security measure to ensure that personal information is not disclosed to any person who has no right to receive it.
[bookmark: a710573]Right to withdraw consent
In the limited circumstances where you may have provided your consent to the collection, processing and transfer of your personal information for a specific purpose, you have the right to withdraw your consent for that specific processing at any time. To withdraw your consent, please contact us using the above contact details.  Once we have received notification that you have withdrawn your consent, we will no longer process your information for the purpose or purposes you originally agreed to, unless we have another legitimate basis for doing so in law.
[bookmark: a639415]

Changes to this privacy notice
We reserve the right to update this privacy notice at any time, and we will provide you with a new privacy notice when we make any substantial updates. We may also notify you in other ways from time to time about the processing of your personal information. 

If you have any questions about this privacy notice, please contact us at rifle@soton.ac.uk 

Last updated: 11/06/2026




Appendix A – Abbreviations and definitions
“The University” refers to The University of Southampton. “The Union” or “SUSU” refers to the University of Southampton Students Union. “The police” refers to Hampshire and Isle of Wight Constabulary. “The NRA” refers to the National Rifle Association of the United Kingdom.
“NGB” – National Governing Body (ie NRA, NSRA)
“HOA” – Home Office Approved rifle club.
“The Firearms Act(s)”  - All of the firearms acts of the UK, as amended.
“DPIA” – Data protection impact assessment.
Appendix B – Legal Bases
CO – Consent: You have clearly given consent for us to use your information for a specific purpose. We would use this basis for optional mailing lists, group chats and publishing photographs of you publicly. You can withdraw your consent for these activities at any time.
CT – Contract: The processing is necessary for a contract you have with the us, or because you have asked us to take specific steps before entering into a contract. We use this basis to process any membership details not covered by LO. We will also use this basis when you enter competitions or undergo training with external bodies.
LO – Legal Obligation: The processing is necessary for us to comply with the law (not including contractual obligations), for example the Firearms Act. We use this basis to store most of your membership details. You do not have a right of erasure, portability or objection.
VI – Vital interests: The processing is necessary to protect someone’s life. We use this basis to respond to life-or-death emergencies, for example to pass your medical history or emergency contact details to healthcare providers. We only use this basis where you are incapable of giving consent yourself.
PT – Public Task: The processing is necessary for us to perform a task in the public interest or for our official functions and the task or function has a clear basis in law. We do not use this basis as we are not a public body, however the university may use this basis.
RL – Recognised Legitimate Interest: This is a different basis to “Legitimate Interest”. The processing is necessary for one of the pre-approved purposes:
· Safeguarding “vulnerable” people. We would only use this basis if we were working with vulnerable adults, or if you were volunteering with children.
· Responding to emergencies. We use this basis for any emergency that does not immediately threaten an individual’s life, or where VI cannot be applied.
· Preventing or investigating crime. We use this basis to prevent crime where we cannot apply LO.
· National security, public security and defence. We use this basis where we cannot apply LO.
· Sharing personal information with an organisation that needs it for their public task or function, at their request. We may use this to share information with the police, home office or university.
Further information can be found on the ICO website or in our DPIA, however we have tried to highlight the most important information within this document.
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Leo G Skingley

President


